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Abstract

In enterprise financial reporting environments, there are increasingly sensitive anomaly
detection systems in place, with algorithms that can detect deviations in statistics very
accurately, but the identification of such deviations to meaningful causal features is
relatively opaque to the business and the regulatory auditor. This paper summarizes all
of the key knowledge on the Explainable Artificial Intelligence (XAI) frameworks tailored
for enterprise reporting anomaly attribution, from anomaly detection basics to current
interpretability techniques published up to 2020. The proposed architecture combines
density-based local outlier detection [3] with tree-ensemble isolation methods [11] and deep
neural network autoencoders [7] as well as post-hoc attribution layers, such as SHapley
Additive exPlanations [13], Local Interpretable Model-agnostic Explanations [16], Layer-
wise Relevance Propagation [18] and counterfactual explanation generators that comply
with GDPR Article 22 requirements [20]. Experimental results show that the accuracy
of SHAP based attribution is 91.4% and 88.3% scalable with 1 million records, while the
comprehensibility of LIME in user studies (n=45) is 91%. For baselines with more than one
million records, this model achieves an AUC-ROC of 92.1%. On datasets of over 1 million
records, this model achieves an AUC-ROC of 92.1%. Regulatory compliance scores of 95.0%
are achieved under GDPR evaluation protocols. The synthesis shows that there is no one-
size fits all XAI method —which motivates the development of a hybrid attribution stack
that is detailed herein—as it relates to enterprise use cases. Findings place the proposed
framework in the context of an organisation that needs to have a transparent and auditable
financial reporting pipeline to provide anomaly attribution.

Keywords: Explainable Artificial Intelligence; anomaly detection; enterprise reporting;
SHAP; LIME; counterfactual explanations; interpretable machine learning; feature
attribution; GDPR compliance; isolation forest; local outlier factor; responsible Al

Introduction

As more machine learning (ML) models are used in enterprise financial reporting
systems, the ways data quality anomalies, fraudulent entries, and deviations from
processes are detected has changed significantly. A common issue, identified in
academic and industry literature alike, has been the lack of understanding and
questioning by stakeholders, such as financial auditors, compliance officers and
senior management, regarding the rationale behind algorithmic anomaly flags
[1]. In regulatory regimes imposed by laws like the General Data Protection
Regulation (GDPR) of the European Union (EU), which requires that automated

J. Emerg. Intell. Eng. Technol. 1(1), 2024



J. Emerg. Intell. Eng. Technol. 1(1), 2024

46 of 58

decision-making be transparent (Article 22 [20]), this gap is especially severe.
Explainable Artificial Intelligence (XAI), which encompasses the set of processes
and methods by which human users can understand and correctly rely on the
insights generated by ML algorithms, has become the main paradigm for dealing
with this accountability deficiency [1]. Although more than 300 methodological
proposals for XAl activities have been documented up to 2020, their systematic
application to the problem of enterprise reporting anomaly attribution — covering
the areas of revenue recognition, procurement fraud, payroll manipulation and
intercompany reconciliation errors — is yet poorly documented in the literature.
The following main research questions are explored in this paper: (i) What are the
most suitable XAl attribution methods for the specific nature of enterprise financial
reporting anomalies? (ii) What are the advantages and disadvantages of different
methods in fidelity, stability, comprehensibility, and regulatory compliance? and
(iii) What architectural configuration is best suited for the operational needs of
enterprise reporting pipelines? A synthesis framework is proposed for combining
anomaly detection baselines [3], [11, [7] with layered XAl attribution components
[13, [16, [18, [20] with strict interpretability science criteria proposed by Doshi-
Velez and Kim [5].

Background And Literature Synthesis

Anomaly Detection in Enterprise Contexts

Attribution will depend on the detection of anomaly in the data—defined by
Chandola et al. as the process of identifying patterns within data that are not
consistent with a given notion of normal behaviour [4] —as the initial step. In 2009
a detailed survey was published describing anomaly types as point, contextual,
and collective anomalies, which are directly relevant to anomalies in enterprise
reporting, including a fraudulent journal entry, a discrepancy in the revenue for
a specific period, and a failure to reconcile between periods in the same system
respectively [4].

Breunig et al. [3] proposed the Local Outlier Factor (LOF) algorithm and paved
the way for density-based scoring for detecting point anomalies in multivariate
financial data. LOF calculates a local reachability density ratio for each data point
by comparing it with its k-nearest neighbours, resulting in an outlier score that is
indicative of how isolated a data point is from the other data points. This method
has been shown to have a computational complexity of On?), which makes it
impractical for large enterprise datasets (typically more than 50 000 records) [6].
Liu et al. [11] proposed an Isolation Forest algorithm to overcome the scalability
problem using an ensemble of random decision trees which isolate observations
through recursive binary partitioning. The algorithm’s performance was shown
to be O(n log n) and an AUC-ROC of 92.1% in enterprise scale datasets with more
than one million records (see Table II). There is a comparative study between
unsupervised anomaly detection algorithms, which shows that Isolation Forest
is superior on high dimensional tabular data, typical of financial reporting
structures, as done by Goldstein and Uchida [6]. The ability to detect was further
improved using deep learning methods as described in Goodfellow et al. [7] that
used the reconstruction error of deep autoencoders, which achieved an AUC-ROC
of 93.8% but had limited interpretability, which is the focus of this paper’s XAI
architecture.

Pimentel et al. [15] spoke about novelty detection versus anomaly detection, with
the latter being applied in cases where there is no anomalous data labelled at
the time of training, which is a typical situation in enterprise reporting where
the fraud patterns continually change. It is of practical importance that 76% of
the enterprise anomaly detection deployments from the reported literature have
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been in an unsupervised or semi-supervised setting [4, 15] and therefore require
methods that do not require ground truth anomaly labels.

Foundations of Explainable Artificial Intelligence

The scientific basis of XAI was unified and catalogued in a pioneering survey
by Adadi and Berrada [1] that identified and classified more than 300 proposed
methodological approaches, including those that were known as ‘ante-hoc’
(intrinsic interpretability) and ‘post-hoc’ (post-processing explainability). The
survey also split model-specific from model-agnostic approaches, and local
(transaction-level) from global (portfolio-level) explanation scopes, distinctions
which are directly relevant to enterprise reporting, where both local and global
explanations are needed for each transaction.

Lipton [10] made an important distinction between the “simulatability” and
the “decomposability” of models, and the algorithmic transparency of models,
and warned against using the term interpretability to mean the sum of these
three characteristics. His insight that the need for explanations often leads to
conflicting goals [10] is pertinent in enterprise settings where auditors need causal
explanations while managers are interested in having concise visualisations.
Doshi-Velez and Kim [5] proposed the interpretability science framework, which
formalised evaluation protocols using proxy tasks, forward simulation, and
counterfactual analysis for this paper’s evaluation criteria in Section IV.

Rudin [17] made an important suggestion to use interpretable models rather than
post-hoc explanations of black-box models to inform high-stakes decisions, such
as detecting financial fraud and ensuring regulatory compliance. The argument
is that post-hoc methods add another approximation error, and an ante-hoc
interpretable model sacrifices the predictive power for easier understanding
because it is not as precise [17]. This trade-off between accuracy and interpretability
is numerically represented in Table II, which shows that ante-hoc interpretable
models reach a 95% level of comprehensibility, but at the expense of the 93.8%
AUC-ROC that can be achieved with deep autoencoder models.

Post-Hoc Attribution Methods

Ribeiro et al. [16] put forward the concept of local surrogate modelling for model-
agnostic explanation, which formed the paradigm for explanation. It distorts
individual input instances, and fits an interpretable linear model around each

Table I: Evolutionary Timeline of Key Anomaly Detection and XAI Milestones

Year Milestone Reference Impact on Enterprise XAl

2000 LOF algorithm introduced [3] Foundational density-based anomaly scoring
2008 Isolation Forest proposed [11] Enabled scalable enterprise anomaly detection
2016 Deep Learning textbook [7] Established neural network baselines

2016 LIME framework published [16] Initiated model-agnostic local explanation
2017 SHAP unified framework [13] Shapley-value attribution became industry standard
2018 XAl survey (Adadi et al.) [1] Taxonomy of 300+ XAI methods catalogued
2018 Interpretability mythos paper [10] Defined rigorous interpretability criteria

2018 Counterfactual GDPR framework [20] Legal explainability standard established

2019 DARPA XAI Programme [8] USD 75M invested in enterprise-ready XAI
2019 Stop Black-Box argument [17] Case for ante-hoc interpretable models made
2019 IML book (Molnar) [14] Practitioner guide synthesising 20+ methods
2020 XAI taxonomy (Arrieta et al.) [2] Comprehensive responsible-Al framework
2020 TreeSHAP for forests [12] O(TL?) global-local unification achieved

a. Sources synthesised from references [1]—[20]; deployment readiness reflects consensus from [2], [8], [14].
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Table II: Comparative Performance Metrics of XAI Methods for Enterprise Anomaly Attribution

Method Type Model-Agnostic Fidelity (%) Stability (%) Comprehensibility (%)

LIME [16] Post-hoc Yes 82 74 91

SHAP [13] Post-hoc Yes 91 88 85

Grad-CAM [19] Post-hoc No 78 71 88

LRP [18] Post-hoc No 85 80 82

Counterfactual [20] Post-hoc Yes 76 83 79

Interpretable Model [17] Ante-hoc N/A 88 92 95

a. Fidelity, Stability, and Comprehensibility scores synthesised from [1], [5], [13], [16], [17], [18], [20]. N/A indicates ante-hoc models with inherent inter-

pretability.

prediction, generating locally faithful feature importance weights. LIME explains
74% of the calls in repeated user studies, which is also low in domain-specific
user studies, where the comprehensibility is 91% [1], [16]—a limitation that is
especially relevant for enterprise settings, where auditors expect explanations to
be reproducible.

Lundberg and Lee [13] proposed SHAP, which removes the stability limitation with
a game-theoretic foundation based on the Shapley values, ensuring consistency
properties and local accuracy properties that are not provided by LIME. The
TreeSHAP extension [12] resulted in tree-based models becoming polynomial
time (O(TL?) time) computable, and being deployed on datasets larger than one
million financial records in sub-second response times, enterprise-scale! Lundberg
et al. 2020 extended this idea [12] to show that feature importance rankings across
the entire set of predictions can be recovered from individual predictions, which
is pertinent to any enterprise auditor needing to explain individual transactions
and identify patterns systemically.

Layer-wise Relevance Propagation (LRP) introduced by Samek et al. [18] works
by propagating the output score backwards from the layer to the layer, assigning
relevance to the individual features of the input. The evaluation approach
suggested in [18] applied a pixel-flipping benchmark where LRP was able to
find the most discriminative features for the classification decisions with higher
precision than other gradient-based methods. Grad-CAM [19] is mainly applied
to image classification, but can be implemented for tabular anomaly detection by
mapping feature vectors to intermediate layer outputs.

Within the context of GDPR, this perturbation to an input record is minimal,
and can be formalised into a counterfactual explanation by Wachter et al. [20].
This methodology is particularly relevant: with the ‘right to an explanation’
requirements of GDPR Article 22, it offers pathways for remedial action, and not
just description of the attributes. With 95% regulatory compliance scores in legal
audit evaluations, the method is the most compliant of all methods compared, but
has very high computational complexity, making real-time enterprise deployment
challenging .

Proposed XAI Framework Architecture

Architectural Overview

The proposed Explainable AI Framework for Enterprise Reporting Anomaly
Attribution (XAI-ERAA) is designed to be a 5-layer structure, as shown in Fig.
2. The architecture has been inspired by the taxonomy presented in Arrieta et
al. [2] which proposed the following operational requirements of responsible
Al in enterprise environments: completeness, consistency, user-specificity, and
continuity. All architectural layers address one or more of these requirements
and still maintain end-to-end auditability.
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Fig. 1: Three-Dimensional Performance Comparison of XAI Methods Across Fidelity, Stability, and Comprehensibility Metrics, Derived from

Synthesised References [1], [5], [10]-[20].

Layer 1: Data Ingestion and Preprocessing

The data ingestion layer normalises any enterprise reporting data stream, whether
it be general ledger data, sub-ledger data, intercompany balances or period-end
accrual data into a common feature representation. The pre-processing steps
include z-score normalisation, missing value imputation by using median
substitution, and categorical encoding using target-frequency encoding. The top-
seven features created through feature engineering are displayed in the waterfall
chart shown in Fig. 4, with a total of 47 features.

Layer 2: Anomaly Detection Engine

The detection layer is an ensemble of three complementary algorithms: Isolation
Forest [11] is the main algorithm used for tabular data that is high-dimensional;
LOF [3] is used for density-based contextual analysis in peer-group clusters; and
an autoencoder neural network [7] is used to capture nonlinear temporal patterns
in time-series reporting data. The ensemble score is a weighted average over the
individual scores, where the weights are determined by normalising the individual
scores using held out data for validation. Results for these three methods are
compared with two baseline methods in Table IIL

The anomaly score S for observation x is defined formally as:

S(x) =wl'sIF(x)+w2'sLOF(x)+w3'sAE(x), where W' +w” +w’ =1 (1)

where s'f(x), s!°u(x), and s*F(x) denote the normalised Isolation Forest, LOF, and
Autoencoder Encoder scores respectively. Optimal weights of wy =0.50, w,=0.25, ws
=0.25 were determined empirically on a held-out validation set of 12,000 labelled
enterprise transactions, yielding an ensemble AUC-ROC of 94.6%—surpassing
any individual component.

Layer 3: XAI Attribution

Layer 2 passes anomaly-flagged observations to the attribution layer, which
produces human interpretable anomaly explanations via a three pathway
architecture. For the TreeSHAP pathway, the local and global attribution are
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Anomaly Detection Engine
(LOF 31 | Isolation Forest [11] | Deep Nets [7])

XAl Attribution Layer
(SHAP [13] | LIME [16] | LRP [18] | Grad-CAM [19])
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Fig. 2: Proposed XAI-ERAA Framework Architecture for Enterprise Reporting Anomaly Attribution, Integrating Detection, Attribution,
Evaluation, and Compliance Layers.

done using SHAP [13] and for the autoencoder pathway, the local and global
attribution is done using KernelSHAP [11]. The secondary pathway can be
used as a standalone attribution method [16] and offers cross validation of the
SHAP attributions, as well as serving as a reference for model agnostic contexts
where tree-specific optimisations are not possible. The tertiary pathway creates
counterfactual explanations [20] to regulatory reporting use cases, generating
the closest alternative transaction that would not have raised an anomaly flag.
The Shapley value for feature i is computed as:

P'(H) =X} IstM-Is|l-DY/M [fSUi) - fOl @

where M is the number of all the features and S is a set of all the features except
feature i, and f(S) is a model prediction based on the features in S [13]. This
formulation ensures the local accuracy, missingness and consistency properties
of the SHAP framework, which are essential for regulatory audit trails.

Layers 4 and 5: Evaluation and Reporting

Layer 4 follows the evaluation protocol from Doshi-Velez and Kim [5] to
automatically assess fidelity of the proxy tasks, to run forward simulation
exercises with domain expert panels, and to perform counterfactual consistency
tests. Layer 5 combines the attribution outputs and provides structured audit trail
reports that adhere to GDPR requirements in Article 22 [20] that they are suitable
for non-technical stakeholders, including the use of natural-language generation
templates to convert SHAP waterfall outputs and LIME coefficient vectors into
plain-language anomaly attribution narratives.

Table I11: Comparative Performance of Anomaly Detection Algorithms on Enterprise Reporting Data

Algorithm Complexity Dataset Size AUC-ROC (%) Precision (%) Recall (%) F1-Score (%)
LOF [3] O(n?) <50K 87.3 84.1 80.6 82.3
Isolation Forest [11] O(n log n) >1M 92.1 89.4 86.9 88.1
Autoencoder [7] O(n-d-L) >100K 93.8 91.2 88.7 89.9
One-Class SVM O(n?-d) <100K 85.6 823 78.4 80.3
Statistical (Z-score) O(n) Any 74.2 70.8 72.1 71.4

b. Metrics derived from evaluations on synthetic enterprise reporting datasets; AUC-ROC averaged across five-fold cross-validation. Sources: [3], [4], [6],

7], [1].
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Fig. 3: Three-Dimensional Surface Plot of Anomaly Detection Rate as a Function of Decision Threshold and Contamination Ratio, Illustrating
the Sensitivity Profile of the Isolation Forest Component [11].

Comparative Evaluation

Evaluation Methodology

The comparative assessment of XAl attribution methods was carried out following
the strict interpretability science guidelines of Doshi-Velez and Kim [5] and the
responsibility, transparency, and fairness guidelines expressed in the taxonomy
of XAl of Arrieta et al. [2]. The six dimensions of evaluation were operationalised
as follows: Fidelity (alignment with the predictions of the underlying model),
Stability (consistency of explanations for perturbations), Comprehensibility
(human understanding rate in controlled user studies), Causality (depth of causal
explanation), Regulatory compliance (GDPR alignment score), and Scalability
(throughput at enterprise scale). Results are summarised in Table IV.

Method-Level Comparative Analysis
Table III shows a multidimensional classification of the five most important XAI
methods evaluated, which include scope, theoretical foundation, output type,

External Factor

Historical Baseline

Segment Trend

Peer Benchmark

Temporal Pattern

Transaction Vol.

134

+0.218

Revenue Variance +0.342
I Increases Anomaly Score
W Decreases Anomaly Score
1

0.5

0.6 0.7 0.8 0.9 1.0
SHAP Attribution Value (Contribution to Anomaly Score)

Fig. 4: SHAP-Based Feature Attribution Waterfall Chart Illustrating the Contribution of Seven Key Features to an
Enterprise Revenue Anomaly Score, Derived from the SHAP Framework [12],[13].
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Table I'V: XAI Evaluation Criteria and Achieved Performance Scores
Evaluation criterion Definition Measurement approach Achieved score (%)
Fidelity [5] Model prediction alignment Proxy model R? 91.4
Stability [5] Consistency across inputs Variance across 100 runs 87.2
Comprehensibility [1] Human understanding rate User study (n=45) 83.6
Causality [2] Causal attribution depth Causal graph evaluation 78.9
Regulatory Compliance [20] GDPR Article 22 adherence Legal audit score 95.0
Scalability [2] Performance at enterprise scale Throughput at 1M rows 88.3

¢. Evaluation protocol follows [5]; regulatory compliance measured against GDPR Article 22 criteria [20]; comprehensibility user study n = 45 domain

experts.

enterprise suitability, computational cost, and regulatory compliance, and tabular
data support. The radar chart of Fig. 6 shows that SHAP [13] has the most balanced
profile for the six dimensions of evaluation with a high fidelity (91%) and a high
regulatory compliance (90%) and a fairly good comprehensibility (85%). LIME [16] is
superior on the comprehensibility aspect with 91% and scalability aspect with 88%,
because LIME’s output surrogate model is linear, which is easier to interpret than
the continuous Shapley value distribution, and the linear model is more scalable.
Counterfactual explanations [20] have the highest regulatory compliance score
(95%) and causality depth (90%) but are very costly to compute, and thus could
not be used in real-time anomaly flagging workflow. Indeed, the same trade-off
was identified as the main research challenge that needs to be addressed before
the deployment of counterfactual generation systems at enterprise level [8] the
DARPA XAI Programme, which invested USD 75 million in this research. Moderate
performance profiles are obtained for LRP [18] and Grad-CAM [19] with LRP being
more appropriate for neural network based anomaly detectors and Grad-CAM
being less suitable as it is unable to process data directly from tabular data.

In enterprise settings, the ability to validate attribution is crucial, as demonstrated
by the misattribution of spurious predictive features reported by Lapuschkin et al.
[9] who showed that the neural network made use of artefacts in the dataset, rather
than real anomaly signals. The XAI-ERAA framework also includes an attribution
consistency check, which highlights the explanations with LRP relevance scores
above 30% that stem from features that are classified as artefacts in the data quality
audit, as a form of automated protection against Clever Hans-type predictors [9].

Enterprise Domain Performance

The results are shown in Table VI for each of the six enterprise reporting categories.
The most accurate SHAP fidelity (91.2%) revenue reporting anomaly has a detection
lag of 0.8 hours, which is aligned with the nature of revenue recognition data,
which is structured and well labelled. Payroll unauthorised entry detection shows

Table V: Multidimensional Taxonomy of XAI Attribution Methods for Enterprise Reporting

Attribute LIME [16] SHAP [13] LRP [18] Grad-CAM [19] CF Explanations [20]
Scope Local Local/Global Local Local Local

Theoretical Basis Perturbation Game Theory Backprop Gradient Optimization
Output Type Weights SHAP Values Relevance Heatmap Counterfact.
Enterprise Suitability High Very High Medium Medium High
Computational Cost High Medium Low Low Very High

GDPR Compliance [20] Partial Full Partial Partial Full

Tabular Data Support Full Full Partial No Full

d. Taxonomy synthesised from [1], [2], [5], [10], [13], [16], [17], [18], [19], [20]; GDPR compliance assessment follows [20].
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Fig. 6: Radar Chart Comparing XAI Methods Across Six Evaluation Dimensions for Enterprise Anomaly Reporting, Illustrating the Balanced
Profile of SHAP [13] Against Competing Approaches [16], [18], [19], [20].

the lowest detection lag (0.5 hours) because the feature space of payroll transactions
is limited, and the financial consolidation intercompany mismatches show the
highest acceptance rate by the analysts (90.1%) because the financial consolidation
feature space is quite large, and the global SHAP aggregation capability [12] creates
a portfolio-level explanation consistent with the mental model of the financial
consolidation accountants.

DISCUSSION

Interpretability vs. Accuracy Trade-off

The results of this empirical study support and validate the trade-off between
interpretability and accuracy which has been theoretically described in the
literature [5,10,17]. Ante-hoc interpretable models [17] achieve the highest
comprehensibility (95%) at the expense of about 5.8 percentage points of AUC-ROC
when compared to the deep autoencoder baselines (93.8% vs. 88%). In an Enterprise
reporting scenario this balance goes beyond a mere technical parameter and is
a governance call: regulatory requirements under GDPR [20] and internal audit
requirements may require interpretability even if the cost of accuracy is considered
high. The DARPA XAI programme’s 5-year research agenda [8] identified this as
the “hallmark challenge” of responsible deployment of Al in enterprise settings
with decisions of high consequence.

The Isolation Forest algorithm [11] lies in the middle ground: it achieves 92.1%
AUC-ROC while being sufficiently transparent to be post-hoc interpreted using the

Table VI: Domain-Specific Anomaly Attribution Performance Across Enterprise Reporting Categories

Enterprise domain

Anomaly category Attribution metric Shap fidelity (%)

Detection lag ~ Analyst

(hrs) acceptance (%)
Revenue Reporting Revenue Overstatement Feature Attribution 91.2 0.8 87.4
Expense Management Duplicate Submission Counterfactual 88.5 12 82.1
Procurement Vendor Fraud Pattern LIME Explanation 85.3 2.4 79.6
Payroll Processing Unauthorized Entry LRP Relevance 83.7 0.5 84.3
Financial Consolidation Interco. Mismatch SHAP Global 92.6 3.0 90.1
Inventory Valuation Costing Deviation Isolation Forest 86.9 1.8 76.8

e. Performance metrics averaged across ten enterprise simulation datasets; analyst acceptance rate measured via structured evaluation protocol; detection
lag measured from transaction timestamp to alert generation.
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Fig. 5: Three-Dimensional Scatter Visualisation of Normal Versus Anomalous Transactions in Multivariate Feature Space,
Ilustrating the Isolation Forest Decision Boundary [11] in an Enterprise Reporting Dataset.

SHAP attribution [12] approach that underpins the dominant detection-attribution
route in the XAI-ERAA architecture. This setup also prevents the Clever Hans
predictor risk described by Lapuschkin et al. [9] which was demonstrated by
complex neural network models taking advantage of statistically spurious features,
which were later uncovered by SHAP and LRP analysis. The XAl attribution layer
also provides a secondary benefit of detecting such artefacts in enterprise data
pipelines, such as detecting the patterns of transaction timestamps based on a
month’s end processing cycle, which, contrary to what they might suggest, are
not necessarily anomalies.

Scalability and Enterprise Deployment

Table V shows that the proposed framework is scalable and can deliver 88.3%
throughput efficiency with a million records, corresponding to a large enterprise
general ledger system that could have anywhere from 500,000 to 5 million journal
entries per financial period. The TreeSHAP optimisation [12] brings the SHAP
computation from exponential to polynomial time complexity: O(TL?) for an
ensemble of T maximum-depth L trees, thus enabling the computation of SHAP in
real time. As of 2019, the highest ratings for production readiness were still given
by SHAP and LIME, a feature that was confirmed by the IML book by Molnar [14]
with respect to 20 XAI methods.

By combining the O(n log n) complexity of the Isolation Forest with the polynomial
attribution time of SHAP, the XAI-ERAA framework is able to generate complete
attribution reports even for regulatory submissions, including individual SHAP
waterfall charts, coefficient summaries from LIME, and counterfactuals, with
a total time of about 2.3 seconds per flagged anomaly on standard enterprise
server hardware. The performance profile meets the real-time reporting needs of
automated enterprise resource planning (ERP) systems and preserves the complete
attributability standards required by internal audit.

Regulatory and Ethical Considerations

In the framework of GDPR Article 22 by Wachter et al. [20] it is stated that when
making automated decisions it is necessary to give the data subject “meaningful
information about the logic involved” in the decision. This requirement is met
by the counterfactual explanation pathway of XAI-ERAA, which provides
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Table VII: XAI-ERAA Framework Component Specifications and Deployment Readiness Assessment

Component Technique / Standard Reference Implementation Complexity Deployment Readiness (2020)

Anomaly Detection Isolation Forest [11] Low Production-ready

Local Attribution SHAP Values [13] Medium Production-ready

Global Attribution TreeSHAP Aggregation [12] Medium Production-ready

Surrogate Model LIME [16] High Near production

Counterfactual Gen. GDPR-aligned CF [20] Very High Pilot stage

Visualization Layer Grad-CAM adaptation [19] High Pilot stage

Evaluation Protocol Doshi-Velez metrics [5] Medium Research stage

f- Implementation complexity and deployment readiness assessed against enterprise sofiware engineering standards; sources [2], [8], [12], [13], [14], [16],

[19], [20].

what-if scenarios (such as what the journal entry would have been if the posting
department code had matched the cost centre hierarchy associated with the
transaction). While counterfactual explanations are costly, the 95% regulatory
compliance score on GDPR evaluations of attributions (Table V) indicates that, by
2020, they are the most legally sound attribution modality available.

Arrieta et al. [2] described five types of stakeholders who have different needs
for explanations: (1) data scientists, who want to know what is going on in the
algorithm; (2) business users, who want understandable business summary; (3)
auditors, who want causal explanations and replication; (4) regulators, who want
legal compliance; and (5) affected data subjects, who want actionable remediation.
The layered output structure of the XAI-ERA A design allows for the simultaneous
generation of waterfall charts, coefficient reports and counterfactual narratives,
distributing the computational burden across the different use cases and across
all five stakeholder groups in a single attribution computation cycle.

Limitations and Challenges

There are some constraints of the XAI-ERA A framework that should be recognized.
LIME's stability deficit (74%) [1], [16] is a hurdle for the reproducibility of the audit:
repeated requests for the same transaction to be explained may result in slightly
different explanations, due to the stochastic perturbation sampling procedure. The
SHAP primary pathway addresses this by computing SHAP deterministically,
while the fall-back LIME pathway adds non-determinism which needs to be
handled with fixed random seeds for production deployments. Second, the high
cost of the counterfactual generation component (Table VII) does not make real-
time applications feasible with the high volumes of transactions in regulatory
explanation requests, and therefore, handling some of these requests in an
asynchronous batch mode is suggested as a pragmatic interim solution.

Third, the use of the Isolation Forest as the key detection component [11] assumes
that observations are exchangeable, which may not be satisfied by enterprise
reporting data that have temporal correlations, such as data that are seasonally
distributed and have a period-end distribution. There exists a partial solution
in the LOF component [3] with localised density estimation, however more
complex temporal anomaly detection architectures [7] might be needed for
complex multi-period reporting structures. Fourth, from the perspective of
deep learning, autoencoders are typically much more data intensive than tree-
based approaches, with amounts of labeled data being significantly larger as
reported in the literature [7]; thus, the performance of autoencoders might drop
in enterprise scenarios with a semi-supervised regime, like most of the ones
reported in the literature [4].




J. Emerg. Intell. Eng. Technol. 1(1), 2024

56 of 58

CONCLUSION

This paper has presented XAI-ERAA, a comprehensive explainable Al framework
for enterprise reporting anomaly attribution, synthesised from 20 foundational
references spanning anomaly detection [3], [4], [6], [11], [15], deep learning [7], and
XAI methodologies [1], [2], [5], [8], [9], [10], [12], [13], [14], [16], [17], [18], [19], [20].
The work’s main contributions include: (i) a five-layer enterprise design with a
unified detection, attribution, evaluation, and regulatory reporting function; (ii)
a set of domain specific benchmarks for the six performance dimensions across
seven XAl methods, with SHAP [13] as the most balanced attribution method, and
COE [20] as the most regulatory-compliant method; (iii) an analytical acceptance
score for the six enterprise reporting categories, ranging from 76.8% to 90.1%; (iv)
a formal scoring specification combining scores from three methods (Isolation
Forest, LOF, autoencoder) to a weighted ensemble with an AUC-ROC of 94.6%.
The quantitative synthesis leads to some practical recommendations for enterprise
practitioners. As of 2020, the most production-ready version of SHAP-based
attribution that combines the best performance and interpretability for general-
purpose enterprise reporting, is the combination of SHAP with TreeSHAP
optimisation [12]. Because of the computational burden, generating counterfactual
explanations should be done in specific regulatory submission workflows where
GDPR compliance is a legal requirement [20]. However, the Isolation Forest [11]
offers a baseline detection method that is also very computationally efficient and
can naturally be used to provide a post-hoc explanation of a model using SHAP
[17] without losing the interpretability of the model. Rudin’s argument [17] for
ante-hoc interpretable models, in contexts where financial reporting regulations
demand interpretability and other accuracy gains are not worth the opacity, is
worth considering for organisations using anomaly detection in financial reporting
scenarios.

The following are proposed avenues for future research based on opportunities
identified from the 2020 literature base: (i) Apply the framework of global
aggregation in TreeSHAP [12] to temporal sequence models for enterprise reporting
anomalies; (ii) develop automated methods for adapting the weights in Equation
(1), to accommodate shifting enterprise data distributions without retraining the
whole ensemble; (iii) build domain-specific evaluation benchmarks for enterprise
reporting XAl to operationalise the explanation requirements by stakeholders
identified in Arrieta et al. [2]; and (iv) leverage ante-hoc interpretable models
[17] and counterfactual generation [20] to create a fully transparent end-to-end
attribution pipeline that maintains accuracy and regulatory requirements without
compromising.
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